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Mission  

To advocate for and advise on best practices to procure, manage, curate, distribute, and archive data sets within the 

Prairie Research Institute. 

Information Management Principles  
These basic information management principles should always be carefully considered when capturing, processing, 
storing, or using information:  

● Data Integrity. Data quality must be considered and maintained from original acquisition and digitization 
through subsequent steps of interpretation, revision, and use.  

● Data Preservation. Data must be preserved and protected, for current and future use, as appropriate to their 
programmatic relevance.  

● Data Usability. Data must be documented and organized logically and consistently for intended future users.  
 
The following apply to the three basic information management principles:  

● Responsibility for Data. Data and information are critical components of every project. Each staff member is 
responsible for the proper management of his or her data and related information.  

● Institutional Value of Data. The hierarchical value of data and information to the specific research program, 
larger scientific domain, and entire organization should be understood by all who capture, process, manage, and 
use these data and information.  

● Core Competency. Experience with information and data management is expected of all staff who handle data. 
Staff are encouraged to take appropriate training and discuss desired data management goals with the data PI 
or lead data manager for each data set.  

 
These principles and considerations apply for small individual projects, group projects, and Institute-wide data and 
should be applied in the context of the relevance of each specific data set. 
 

Creation 

Effective data management begins before the first measurement is made. Institute researchers must understand the 

universal importance and value of sound data management practices. These include the expectations of funders, the 

University, and the Institute concerning the management of research data. The Institute must provide researchers with 

the resources required to apply those practices that allow PRI and its researchers to maintain and grow the Institute’s 

data legacy. 

A list of best practice resources should be developed for researchers that includes both general information for data 

management (e.g., Stanford University Libraries, UK Data Archive, etc.) and information specific to PRI and the Surveys. 

This includes, but is not limited to, backup schedules and policies, how to gain access to storage space, and contacts 

within the University and PRI that are available to help. 

The Data Management Plan (DMP) Tool, which is available through the University Library, is one important resource to 
emphasize. This tool helps researchers prepare DMPs for specific federal funding agencies to meet proposal 

http://library.stanford.edu/research/data-management-services/data-best-practices
http://data-archive.ac.uk/create-manage
https://dmptool.org/user_sessions/institution
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requirements for data management. Independently from helping meet the federal proposal requirements, this DMP 
Tool is also a critical tool for helping researchers identify and consider all aspects of data handling before they collect a 
new data set. 
 

Inventory 

As a first step, the Institute must understand the data sets that are available as well as their states. To aid with this, the 

Water Survey, with input from the Data Stewardship Advisory Committee, has developed a Metadata Tool for 

researchers to input information about their data sets. The tool was developed using the PRI Metadata Standard, which 

is based upon the ISO standard. All PRI staff responsible for projects in which new data sets are created should record 

the data set in the Metadata Tool shortly after the data set is established. 

https://go.illinois.edu/primetadata  

Researchers should also be made aware of and encouraged to enter metadata into topic-specific inventories where 
available. 
 

Active Data 

Active data are data that are concurrently being updated, used, analyzed, modeled, or manipulated, or that are topically 
and temporally relevant enough to be managed on desktop disc drives, network file servers, and web- or network-
accessible data stores. This includes data in any format and that are located on desktop computers, PRI network file 
servers, or the PRI Illinois Geospatial Clearinghouse. Active data do not include data or copies of data that are managed 
within an archival data storage system (see below). Active data include data sets ranging from files or file collections that 
are relevant to the investigator who collected them, to ISGS and external peers who work in the same or related 
research domains, or to various private individuals or entities who can make use of the data for programmatic or 
financial benefit. Active data will be stored in decentralized files and directories or in centralized databases managed by 
centralized support staff and will have any range of availability, from unavailable or actively managed, to confidential, to 
publicly available. 
 
Responsible management of active data includes several steps. New data management efforts should begin with a 

customized Data Management Plan (DMP) that identifies project-specific best practices, which can include file naming 

strategies, periodic file appraisal, appraisal-based file deletion, utilization of programmatically appropriate backup and 

restoration strategies, appropriate use of centralized data management resources, documentation publication, citation, 

delivery to active data stores, and a strategy on the eventual use of archival storage resources. After outlining intended 

goals and practices in a DMP, the PI needs to meet with anyone working on the project to ensure the DMP is shared and 

plans for implementing the varied aspects of the DMP are made and shared. The DMP needs to be seen as a guidance 

document to ensure data integrity, but also needs to be seen as modifiable if issues arise that necessitate a change. 

Communication among data management team members and periodic review of progress and status are critical to 

ensuring data integrity and adherence to or modification of the DMP.  

A wide range of active data storage strategies can be found across the Institute, and strategies differ across Surveys and 

individual research programs. The following resources are currently in use for active storage:  

https://go.illinois.edu/primetadata
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● Enterprise database servers (e.g., Oracle, SQL, FileMaker), managed within each Survey 

● Cloud storage (U of I Box, Google Drive, Dropbox, etc.) 

● Server file shares managed within each Survey 

● Individual storage (desktop computer, external hard drive, flash drive, etc.) 

 
A 3-2-1 backup rule is widely recommended for active storage: 3 copies on 2 types of storage media, with 1 copy stored 

remotely. The Institute needs to establish a coordinated backup effort by Institute Computing and Data Services staff 

responsible for backups, and ensure that the internal and campus infrastructures that support these practices, as well as 

the appropriate workflows to implement them, are known to all Institute researchers. To this end, the Institute needs to 

ensure that online content is easily accessible and that any staff member is allowed to identify storage resources and 

determine their backup schedule to ensure the right online storage options are chosen for each data set. 

The Data Stewardship Advisory Committee should oversee development of web pages addressing sound management of 

active data sets and should provide staff throughout the Institute with training on best practices, including in use of the 

DMP Tool, Metadata Tool, and online resources. 

Archival Considerations  

Archival storage of digital data is designed for data sets that no longer fit the definition of Active Data (above) or for 

time-stamped copies of high-priority or published data sets that may remain online and active, but where a time-

stamped copy is preserved as an unchanging record of the data set at a specified moment in time. Proper archiving of 

priority data is an important part of the data life cycle and is typically a priority for inclusion in a DMP. The following are 

campus and off-site repositories:  

● IDEALS, http://www.ideals.illinois.edu (institutional repository)—Although not specifically intended for data, 

IDEALS is file agnostic and may be suitable for smaller flat files, especially those that can easily be reformatted 

to .csv. Stable URLs (handles) are assigned and DataCite DOIs are an available option. There is no fee for 

deposit, and retention is indefinite. 

● Illinois Data Bank (IDB), https://databank.illinois.edu/—This repository is intended for data, and DOIs are 

assigned. It has a 5-year curation promise, followed by reappraisal. There is no guarantee data will be retained 

in the IDB past the 5-year mark. There is no fee for deposit of up to 2 terabytes per researcher. However, the 

possibility does exist for the IDB to point to PRI servers for the data repository location. This puts the onus on 

the PRI to produce and maintain an adequate storage solution. 

● University of Illinois Technology Services digital archive system (pending)—Preservica Digital Preservation has 

been recommended, but the system has not yet been implemented. 

● Disciplinary repositories—The Registry of Research Data Repositories (http://www.re3data.org/) is a resource 

for finding an appropriate disciplinary archive for data from completed projects. 

 
Although the PRI does have considerable storage space available for digital files and although some of the storage space 

maintained by the various units is designated as archival, the Institute does not currently operate an Institute-wide 

digital preservation platform that meets the general criteria for an archival data repository. Recommended practices for 

a Trusted Digital Repository are aimed at ensuring long-term preservation and access and include requirements for an 

http://www.ideals.illinois.edu/
https://databank.illinois.edu/
http://www.re3data.org/
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organizational infrastructure, digital object management, and security risk management.1 Although campus or 

disciplinary repositories could provide long-term preservation or curation of data from at least some of PRI’s completed 

research projects, their focus is on preservation of and access to individual data sets, with some limitations on size and 

formats. Existing preservation repositories (disciplinary and institutional) also have limitations in terms of management 

and ongoing use (query, combination, analysis, and continuous updating), which are at the core of the Institute’s 

mission. Therefore, no single externally managed repository will serve all data archiving needs of all Institute programs. 

Storing Institute data resources across multiple repositories could also complicate future management of archived 

resources in the event of future administrative changes in the Institute. Therefore, this committee recommends that the 

Institute adopt an in-house solution for the retention of data in formats that can easily be queried, analyzed, and 

combined with other data. Standard archival formats such as CSV, ASCII text, and PDF should be fully supported. 

Additionally, other formats should be allowable with the understanding that it is up to scientific staff to verify the 

usability of proprietary formats. This effort will involve a local commitment to digital preservation of archival data to 

ensure they are readily available and usable by Institute researchers and stakeholders. Institute archival space should be 

created, backed up, and verified by Computing and Data Services.  

The committee recommends that local archiving services should include the following:  

1. An Institute-wide data registry that supports robust descriptions of data produced by Institute scientists, in 
preparation for archiving (presently nearly ready to launch).  

2. A local archival repository that is scoped to the specific needs of the Institute with respect to data preservation, 
integration, and delivery to stakeholders. 

  
The following are key areas in which the Institute needs to implement archival policies and procedures:  

1. Project Completion. Going forward, scientists’ data management planning must include plans for long-term 

archival storage of data once a project is completed. Oversight may be needed to ensure plans are followed. 

Projects at or nearing completion that were initiated prior to data management planning mandates should also 

be addressed. A critical first step in archiving data is adequate description. The PRI’s metadata standard is a 

minimum requirement, and researchers should be encouraged to provide additional documentation for their 

data when appropriate.  

2. Program Defunding. Long-term ongoing data collection programs need to have a plan in place for archiving data 

in the event the program is defunded.  

3. Scientist Separation. A holistic approach is needed for the management of researchers’ collected data at 

separation. Researchers themselves are the best judges of which digital and analog materials are worthy of 

archiving. They must be actively engaged in the process of determining the research value of the contents of 

their offices and digital storage. Although unexpected departures are certainly unavoidable, PRI should take 

steps to ensure researchers steward their content appropriately when a separation is planned. The PRI may wish 

                                                           
1Consultative Committee for Space Data Systems (CCSDS). 2011. Audit and Certification of Trustworthy Digital Repositories. Magenta 

Book. Issue 1. September 2011. CCSDS 652.0-M-1. INPE. http://mtc-m16c.sid.inpe.br/col/sid.inpe.br/mtc-
m18/2012/01.06.14.16/doc/CCSDS%20722.1-M-1.pdf  

http://mtc-m16c.sid.inpe.br/col/sid.inpe.br/mtc-m18/2012/01.06.14.16/doc/CCSDS%20722.1-M-1.pdf
http://mtc-m16c.sid.inpe.br/col/sid.inpe.br/mtc-m18/2012/01.06.14.16/doc/CCSDS%20722.1-M-1.pdf
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to make data curation or archiving a stipulation for researchers to retain physical or server space after 

retirement. 

4. Legacy Data. Legacy data present an ongoing challenge and will continue to be one if we fail to address archiving 

needs at project completion and scientist separation. Time and effort spent on legacy data represent an 

opportunity cost, so good criteria for determining value are especially important for legacy data. A mechanism 

for selecting data rescue projects and moving them forward is another critical need. Legacy data, like all data, 

must be appraised thoughtfully using the criteria outlined in the section on data appraisal, and we must accept 

that not all legacy data are equally valuable. The primary challenge of legacy data is that the researchers most 

qualified to determine their value and describe them well enough to allow their use are often no longer here. 

The following are critical needs for managing legacy data: 

a. Mechanism for inventory or discovery (nearing launch)—Describing legacy data and exposing the 

descriptions is a necessary first step in curation. A systematic hunt for legacy data would take away from 

important current initiatives and may not be advisable. However, the Institute-wide data registry should 

accept legacy data descriptions as these resources are identified. Inventorying spaces as they are 

repurposed or server equipment as it is retired should be a standard procedure to ensure that data are 

not inadvertently discarded without review. Exposing legacy data descriptions to PRI scientists and all 

potential users maximizes the opportunity for data to be adopted, rescued, and reused—or 

alternatively, confirmed to be disposable.  

b. Triage space—A place is needed to store legacy data (paper, older media, or both) while data rescue 

activities are being prioritized and implemented. Legacy data could be stored long enough to make their 

existence known to potential users in a systematic way (i.e., through the Institute’s data registry). At 

present, two spaces within the Institute are well configured to house such materials (the former PRI 

Library and the former ISWS Library).  

c. Tools for data migration—Institute units should pool resources such as large-format scanners to create a 

“data migration laboratory.” At the very least, the Computing and Data Services unit should provide a 

list of equipment and persons to contact for access. For small projects, in-house resources may be 

sufficient, but outsourcing may be more economical and give better results. External resources include 

the University Library’s Digital Content Creation service (which is available on a fee basis for nonlibrary 

materials) and commercial vendors. 

d. Support for data rescue—This can take the form of an annual internal funding competition, in which 

researchers propose what they will do with the data once it is recovered, digitized, or transcribed. 

Thoughtful prioritization and user engagement are key to the success of data rescue efforts. The legacy 

data problem should resolve over time as a priori data management planning becomes the norm, but it 

is difficult to say how long it will take to address all legacy data concerns. 

 
Archive Data Appraisal 

Data appraisal is an important aspect of the overall PRI data management strategy. It is an iterative process that may 

take place at multiple points in the life cycle of a data set. Researchers are responsible for initial appraisal of their data 

and for making the effort to ensure that the data have enduring value. Appraisal is a process for determining whether 
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reformatting, rescue, or other management or curation activities are worth the effort. It must be understood that not all 

data are equally valuable. This is particularly true when considering orphaned legacy data because we may not have the 

resources to retain or rescue everything. Key appraisal criteria are listed below:2 

● Source (Are the data a product of a PRI researcher or program?) 

● Mandate (Is there a legislative or funder obligation to retain or share the data?) 

● Uniqueness (Are they available elsewhere?) 

● Reproducibility (Can the data be recreated from other existing data?)  

● Description or documentation (Can a reasonable person make sense of the data with the descriptive information 

available? If poorly documented, is there someone who can provide further information to improve the 

documentation?) 

● Quality, reliability, or limitations of the data (Does the documentation make this clear?) 

● Impact of the data (Have data been requested or cited? What were the outcomes of the project, e.g., changes in 

management practices, influence on policy, etc.?) 

● Relevance to current research (Does a current PRI project or a larger research project have an interest in the 

data?) 

● Dependencies (What software or equipment are required to access and use the data?) 

● Cost to retain, migrate, or reformat (How much space—either server or physical—will it occupy? What is the 

current format?) 

● Risk of loss if nothing is done (Is there an imminent threat of loss, i.e., pending loss of the person on a program 

responsible for maintenance, loss of space, inappropriate or unstable space or storage medium?). The risk 

analysis would identify data sets that are  

o Threatened—Those that would be lost should a key component fail or a scientist separate. 

o Endangered—Those that are immediately in danger of being lost should no action take place to preserve 

them. 

 

Storage 

At present, the Institute has collectively 500 terabytes of storage capacity across the Surveys. Although individual needs 

vary, the Institute as a whole should have the capacity to handle all active and archival storage requirements, as well as 

adequate space for backups and future expansion. Each Survey currently meets its storage needs independently. The 

ISGS and INHS utilize SAN storage, although the INHS system is expensive to maintain and near the end of life. The ISWS 

has centralized storage on physical file shares, although a large portion of data is stored on desktops. The ISGS 

infrastructure could be expanded to meet the growing data needs. This should be considered during the hardware 

refresh cycle. Technology Services offerings for the amount of disk space required may be expensive. Other campus 

options, such as NCSA storage ($25,000/yr for 1 petabyte), are also available, although recurring costs and project 

storage retention need to be considered. 

                                                           
2 Data appraisal criteria here are drawn primarily from the guidelines of the Data Appraisal Group led by Elise Dunham of the 

Research Data Service. 
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Current institutional storage: 

● Active data storage needs 

o GIS vector data 

o Photogrammetric (raster, aerials, and LiDAR)  

o File share data for projects  

o Shared space for administration  

● Backup of active data  

o Frequent short-term disk-to-disk backup 

o Medium term (6–12 months), including offsite disaster recovery  

● Archival for completed projects—potential options include  

o The PRI archival system 

o A University-supported archival system  

o IDEALS, which may be utilized for some but not all archives  

All Surveys perform backups, although even long-term backups (retention of 6 months or more) are not an archive. At 
present, in excess of 500 terabytes of storage is available for backups and active data.  

 
Delivery 

Discovery, dissemination, and decision support tools are integral to delivering data to scientists throughout the Institute 
and delivering the data and science of the Institute to our external constituents. Timely, accurate, and authoritative 
information is more important than ever in our society. The PRI is looked to for authoritative scientific research, both 
within the State of Illinois and across the globe. Multiple tools are available and recognized as the means to obtain the 
science of the Institute. Current available options include our individual Survey websites, the Illinois Geospatial Data 
Clearinghouse, and the CyberGIS Center. Additional external authoritative repositories also exist and should be explored 
as appropriate, such as the Avian Knowledge Network or the U.S. Department of Energy’s Energy Data Exchange. 
 
Illinois Geospatial Data Clearinghouse 

The Illinois Geospatial Data Clearinghouse is an established node of the National Spatial Data Infrastructure 
Clearinghouse Network. Hosted by the ISGS since 1997, this clearinghouse has become the de facto starting point for the 
GIS and remote-sensing user communities in Illinois. Data available through the Illinois Geospatial Data Clearinghouse 
are served through the ESRI Java viewer interface with a common ESRI REST service endpoint. The ISGS also uses custom 
applications, such as ILOIL for oil and gas data and ILWATER for water-well data. These applications are built around ESRI 
ArcGIS Server software and enable a user to view the geospatial location and download core geologic well data from our 
enterprise database. These data include database entries and scanned documents related to individual wells drilled 
within the State. Additionally, the ISGS uses a modern content management web interface for easy download of 
geologic maps, data, and publications created for the State. This interface is easily searchable by map type, content, or 
spatial area. Customers can utilize both contextual and spatial searching capabilities to find necessary information. The 
Illinois Clearinghouse provides a consistent, effective, and authoritative public access point to data from the Institute. 
The Data Stewardship Advisory Committee recommends formal adoption of the Clearinghouse as one of the primary 
data distribution points for PRI data. 
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CyberGIS Center 

The University of Illinois CyberGIS Center for Advanced Digital and Spatial Studies is a premier research partnership for 
computational geographic information science. The focus of the center is to bring together advanced cyberinfrastructure 
and GIS in an effort to solve complex problems not easily or efficiently modeled in traditional computing environments. 
The CyberGIS Center provides a platform for effective geospatial modeling for complex heterogeneous multiscale big 
data problems and should be explored where computationally intensive modeling is needed to manage and disseminate 
the science of the Institute. The Data Stewardship Advisory Committee recommends continued dialog with the CyberGIS 
Center and exploration of data manipulation, analysis, and delivery problems that would benefit from collaboration with 
the Center and use of the Center’s computing resources or data delivery standards. 
 

Data Repository Initiatives 

The following are some examples of external data delivery mechanisms that should be explored based on individual 

science or funding agency needs. 

re3data Registry of Research Data Repositories 

http://www.re3data.org/ (API content access is available at http://service.re3data.org/api/doc) 

re3data is a global registry of research data repositories that covers research data repositories from different academic 

disciplines. Records include detailed information about terms of use and technical and metadata standards.  

TRACS: Tracking and Reporting on Actions for Conservation of Species 

https://tracs.fws.gov/public/ 

Avian Knowledge Network 

http://www.avianknowledge.net/index.php?page=home 

Data access options: http://www.avianknowledge.net/index.php?page=data-access 

Movebank 

https://www.movebank.org/ 

Animal tracking data. 

Dryad Digital Repository 
http://datadryad.org/ 
Curated resource that makes the data underlying scientific publications discoverable, freely reusable, and citable. Dryad 
provides a general-purpose home for a wide diversity of data types. 

 
 
 
 
 

http://www.re3data.org/
http://service.re3data.org/api/doc
https://tracs.fws.gov/public/
https://tracs.fws.gov/public/
http://www.avianknowledge.net/index.php?page=home
http://www.avianknowledge.net/index.php?page=data-access
http://www.avianknowledge.net/index.php?page=data-access
https://www.movebank.org/
http://datadryad.org/
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General Recommendations  

● Inventory PRI data resources. 

o Utilize a metadata tool for generation and ease of cataloging. 

o Create map-based and text-based query tools for managing and using the metadata database. 

● Use the U of I DMP Tool for all proposals or new data compilation efforts. 

● Produce an “active” and an “archive” data repository with a web-based data delivery interface through PRI’s 

Computing and Data Services. 

● Explore the University of Illinois Library Research Data Service Illinois Data Bank for archival registration and 

assigning of digital object identifiers (DOIs).  

● Provide in-person training and on-line resources for staff via the PRI Data Stewardship Committee to explain the 

range of options available for data management best practices, both in centralized and non-centralized 

scenarios 

● Provide Survey-level training on the data life cycle based on individual science needs. 

● Implement a plan for legacy data appraisal and mechanisms to facilitate rescue and archiving of prioritized data 

sets. 

● Use the PRI web and Illinois Clearinghouse for data dissemination collaboration with NCSA to improve data 

modeling, analytics, and utilization of parallel computing for data requiring intensive computing. 

 

 

 

 

 

 

 

 

 

 

 


